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Using Immunology Principles for Fault Detection
P. J. Costa Branco, Member, IEEE, J. A. Dente, and R. Vilela Mendes

Abstract—The immune system is a cognitive system of com-
plexity comparable to the brain and its computational algorithms
suggest new solutions to engineering problems or new ways of
looking at these problems. Using immunological principles, a two-
(or three-) module algorithm is developed which is capable of
launching a specific response to an anomalous situation for diag-
nostic purposes. Experimental results concerning fault detection
in an induction motor are presented as an example illustrating
how the immune-based system operates, discussing its capabilities,
drawbacks, and future developments.

Index Terms—Fault diagnosis, immune-based systems, induc-
tion motors, learning systems.

I. INTRODUCTION

T HE immune system, with its cell diversity and variety of
information processing mechanisms, is a cognitive system

of complexity comparable to the brain. Understanding the way
this organ solves its computational tasks suggests new engi-
neering solutions or new ways to look at old problems.

Early fault detection and predictive maintenance are ex-
tremely important for the cost savings they provide, especially
in large and complex systems with many pieces of equipment
such as, for example, an electrical power network. In a system
of such complexity (because of its many connections and
diversity of equipment) it is difficult to make a complete
catalog of all the possible, and probable, anomalous situations.
On the other hand when, for example, a circuit breaker operates
in response to an overload, the harm is already done, either
to some equipment or to the stability of the network. With its
ability to detect and react to novel situations and to unleash
smooth early secondary responses, the immune system seems
to be an adequate source of inspiration to develop algorithms
for early detection of anomalous behavior in electrical systems.

After a short introduction to the characteristics of the immune
system that are relevant for our purposes, this paper describes a
three-module algorithm for anomaly detection. By analogy with
the immune system, these modules will be called the-module,
the -module, and the -module. However, it should be empha-
sized that we are not trying to imitate the immune system in all
its features and detailed operation. The proposed algorithm is
inspired in the current understanding of the mammal immune
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system although, in detail, it does not exactly follow the biolog-
ical steps. Many of the detailed features of the immune system
are dependent on the biological context where it operates and
on the type of cell hardware that is used. It is our opinion that
the correct way to profit from the clever evolutionary mecha-
nisms developed by nature is to obtain algorithmic inspiration
from them, but, at the same time, to find the implementation that
is more appropriate for our problem. For example, the interac-
tion between the -module and the -module takes the reverse
order of what is found in nature, with a clone proliferation phase
preceding -identification. Clone proliferation is a costly bio-
logical operation, whereas, in the software for an anomaly de-
tection system, it is merely a virtual (not very time consuming)
operation. Therefore, it makes sense to reverse the operations
to improve identification accuracy. This is a good example of
why one should receive inspiration from nature but not copy it
blindly.

The algorithmic modules developed in Section II have a wide
range of applications to many different technological systems.
As an illustration of how the proposed immune-based algorithm
operates, a concrete case is dealt with in the last part of the
paper, namely, an application to anomaly detection in induction
motors. Experimental results are presented, discussing the algo-
rithm capabilities, drawbacks, and its future developments.

II. I MMUNE SYSTEM PARADIGM

Some of the immune system features that are of interest
for anomaly detection in complex technological systems are
as follows [1]–[7].

• Uniqueness: The immune system of each individual is
unique, each one being a different entity, in spite of their
overall similarity. Similar pieces of equipment are also
unique entities. For instance, electric motors of the same
type and with equal ratings have different aging processes
when placed in different electrical and thermal stress con-
ditions. Therefore, they also require a protection system
that is tuned to their specific vulnerabilities.

• Imperfect detection and mutation: By not requiring an ab-
solutely precise identification of every pathogen, the im-
mune system becomes flexible and increases its detection
range. However, when a pathogen is detected, a hyper-
mutation mechanism sharpens the identification. Because
identification of pathogens is made by partial matching, a
small number of the “detectors” (10to 10 ) is able to
recognize nonself patterns on the order of 10. Similarly,
it is not an easy task to characterize precisely all the pos-
sible anomaly situations in a complex system. Therefore,
an initial rough characterization of the anomalies and im-
perfect detection seems an useful feature. That is, initially
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(a) (b)

(c) (d)

Fig. 1. T -module structure. (a) Self patterns (small circles) and anomaly detectors (large circles). (b) Shift of a detector code to increase affinity with ananomaly.
(c) An anomaly outside all detector neighborhoods. (d) Creation of a new detector.

a small number of detectors may be defined, which are at
a later stage modified by the dynamics.

• Learning and memory: The immune system is able to learn
the structure of the pathogens, and remember those struc-
tures. Future responses are much faster and, when made at
an early stage of the infection, no adverse effects are felt
by the organism. We underline the importance of this fea-
ture for smooth operation and cost savings, both in fault
detection and in preventive maintenance.

• Novelty detection: The immune system can detect and
react to pathogens that the body has never encountered
before.

• Distributed detection: The detectors used by the immune
system are small and efficient, highly distributed and not
subjected to centralized control.

III. A LGORITHM

In the algorithm, the states of the system, bothnormal con-
dition and anomalystates, are characterized by the values of

variables. The -dimensional state vector is normalized in
such a way that all variables take values in the interval .
The values of the state vector in normal conditions define the
self of the system. The anomaly states are thenonselfof the
system.

The algorithm contains three modules. The-module
discriminates self from nonself (that is, from anomalies).

The -module reacts to all frequently occurring state vector
values (self and nonself codes) and presents its results to the

-module. The -module also plays a role in updating the
-module. For large distributed systems one considers also the

implementation of -modules which are essentially reduced
state space -modules. They are simple anomaly detection
units that, when some potential abnormal situation is detected,
report the situation to a central system which then makes a
detailed analysis of the event.

A. -Module

This module contains a set of detectors which are vectors in
complementary space of the self, . Each element

of is able to detect anomalies inside a radiusaround
it. That is, if , being the current state of the
system, an anomaly of typeis reported.

Let the set of self patterns be known. Then, the algorithm de-
fines detectors with radius . Fig. 1(a) illustrates, in a two-di-
mensional space, the basic idea. The small circles are the self
patterns. To each point in the self corresponds a code (a set of
vector coordinates) and an affinity neighborhood of normal op-
erating conditions inside a radius. The anomaly detectors are
shown in the figure as large circles. The-module is initialized
by choosing points in at random with corresponding radius

, until a reasonable coverage of the spaceis obtained with
detectors.
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The -module receives inspiration from the censoring mech-
anism for -cells that occurs in the thymus. This negative selec-
tion process is implemented in the-module as follows. Each
candidate anomaly detector (immature-detector) is generated
at random. The affinity of this vector with those defining the self
and the other already established detectors is measured by the
Euclidean distance. If the new detector falls in the neighborhood
domain of another detector or of a self code, it is deleted and an-
other candidate detector is generated at random. Otherwise, the
detector is included as an elementof the space (mature

-detector). The censoring mechanism is repeated until a pre-
specified number of detectors is generated.

When a measurement of the system arrives at the
-module, the algorithm verifies whether this code has affinity

with one of the detectors or with the self. If it falls in the self
domain, no detector is activated. If affinity is found with one of

the detectors , an anomaly of type is reported. To avoid

overreaction to spurious situations, each detector is equipped
with a counter and reports an anomaly only if the offending
vector occurs more than a predefined number of times.

We notice at this point that, with random initialization, the
-module is not necessarily tuned to the most frequent, or prob-

able, anomalous situations. On the other hand, some dangerous
gaps may occur between the neighborhood domains of the de-
tectors. This situation is corrected by dynamic interaction with
the -module.

By a mechanism to be described later on, the-module
generates vector codes corresponding to the most frequently
occurring states of the system and sends these codes asalert

codesto the -module. When an alert codecoming from the
-module arrives to the -module, the latter takes one of three

actions.

1) If is located inside a detector, the center of this detector

is shifted to a position closer to the code and, if
continues to occur, an anomaly is reported. That is, not
only is an anomaly detected but also the detector becomes
better tuned to this kind of anomaly.

2) If is located outside all detector neighborhoods, at a dis-
tance at least , a new detector is created at the position

of the code with radius . As before, if this situation
recurs, an anomaly is reported.

3) Finally, if has affinity with a self pattern, nothing
happens.

By itself or in interaction with the -module, the -module
is an adaptive system. As an illustration, two typical situations
are considered here. The first one is shown in Fig. 1(a) and (b).
Suppose that a nonself code [the star symbol in Fig. 1(a)] is de-
tected several times. Then, the detector changes its code to in-
crease the affinity to this type of anomaly, as shown in Fig. 1(b).
The second situation, shown in Fig. 1(c), corresponds to a case
in which no detector had affinity with the external code. In this
case, if the situation occurs many times, the algorithm creates
a new detector with a resolution defined by the smallest dis-
tance to the other detector boundaries, as shown in Fig. 1(d). In

Fig. 2. ZonesA–D for the mutation process.

Fig. 3. Mutation creates a cluster around an external code.

Fig. 4. Evolution of the clone population.

this way, the -module modifies the initial set of detectors pro-
duced by the censoring mechanism. It may change their number,
modify the space distribution and change the resolution, cre-
ating a system-specific anomaly detection device.

B. -Module

The -module plays a role in improving thespace coverage
of the -module and, when used with a system that is known to
be operating in normal conditions, may also be used to generate
the self patterns.

Fig. 5(b) shows an example of a typical-module. It has a
total population of vectors

(1)
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(a) (b)

(c) (d)

Fig. 5. (a) Initial vector population. (b) Population (initial+ plus clones�) at t = 150, (c) t = 200 and (d)t = 300.

consisting of an initial population of vectors , the “ ”

symbols randomly distributed in the whole space , plus

a variable number of clone vectors , the “ ” symbols
also shown in Fig. 5(b).

The number of clone vectors changes as the system evolves.
To keep the system computationally efficient their number is
limited to a fraction of the initial population

(2)

The evolution of the total vector population is controlled by
interaction with the state vectors generated from the system
during its operation, the external codes. This dynamical evo-
lution has mutation and stimulation features that are described
next.

1) Mutation: A mutation process takes place every time
an external code , coming from the system, arrives to the

-module. The mutation process begins by selecting, from the
total population, a sample of vectors, . The mutation
process operates only in this part of the population and in those
codes that are close to the external signal.

The mutation process depends on the affinity between the
vectors in the sample and the external code. When the
vector and the code are far way, as in zone of Fig. 2, no
affinity is considered to exist and the code is not changed.
Also, in zone there is no modification. For codes in zone

, the mutation process occurs in a deterministic way. The ex-
ternal code is assumed to have mass one and the vectors in
zone mass . The new code in the population corresponds
to the center of mass of the two entities, given by

(3)

In zone , the mutation process works in a random way.
The new position of the population vector is found using
a random uniform distribution for each point of the line defined
by the old position of the vector and the position of the external
code

(4)

When the external code appears repeatedly in the same region,
the mutation process leads to a population cluster in that region,
as shown in Fig. 5(b). The speed of cluster formation depends
on the parameters and . The cluster code is computed by a
hierarchical binary tree routine, a cluster being identified when
a threshold parameter in the clustering algorithm is reached.
The cluster center defines analert codethat is passed to the

-module to be processed as described in Section III-A. If the
alert code is identified as a self code, it is eliminated from the
population. Otherwise, it reports an anomaly and creates a new
or improved detector in the-module.
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The mutation process is illustrated in Fig. 3 which corre-
sponds to an external code being detected many
times. A cluster is created around the external code.

It is also clear that, when either the nature of the self codes
is not known or it is difficult to specify a priori, the -module,
used with a system in normal operating conditions, may be used
to generate the self codes by the mutation process.

2) Stimulation: As new external codes arrive in the
-module, the mutation process destroys the initial uniformity

of the vector population, resulting sometimes in a highly sparse
distribution. In this case, if an atypical external code appears,
its detection may become difficult. This situation is even more
critical when the external code is located near the boundary
of the state space or near an already formed cluster. In these
cases, the mutation process has a high probability to fail
because the areasand (Fig. 2) are depleted. To overcome
this drawback, astimulationor cloning mechanism has been
included in the algorithm to create new vectors in the region
where the external code appears.

The cloning mechanism is activated when the rate of external
codes arriving in a neighborhood exceeds a prespecified
threshold . If the rate is below this threshold, there is no
cloning and only the mutation process takes place. The number
of clone vectors in the total population is limited to a maximum

. As long as the stimulation threshold is exceeded in a
given region, clones are added to the population in locations
chosen at random in the regions to . If the number of
clone vectors has reached its maximum value and more ex-
ternal codes continue arriving, at a rate above the stimulation
threshold, the oldest clones in the population are progressively
replaced by the new external codes. After each cloning, the
mutation mechanism is activated as before for a possible cluster
formation.

A death mechanism is also introduced for the clone vectors.
At each time, one vector from the total population is chosen at
random. If it belongs to the initial population nothing hap-
pens. However, if it belongs to the set of clone vectors, it is
eliminated with probability

(5)

The stimulation mechanism is illustrated in Figs. 4 and 5. The
initial population in Fig. 5(a) was exposed from time to

to the external code , from to
to the code and from to

to the code . Fig. 4 shows the evolution of the
total number of clone vectors with an initial vector population
of 200 vectors. Notice in this figure that clones only start to be
created after a certain number of occurrences of the external
code . The clone population increases. After the change of ex-
ternal code to , only the random death mechanism is observed
during a time interval. Following, the clones’ number start in-
creasing again until the new external codeappears. After the
death mechanism, the clone population increases again until a
certain saturation level. In this example the saturation level
has been set at 400. Fig. 5(b)–(d) shows three successive snap-
shots of the total population evolution with the clones denoted
by a diamond symbol.

(a)

(b)

Fig. 6. (a) Normal operation frequency spectrum. The 50-Hz intensity is
16 667 dB. (b) Three self patterns at 100, 150, and 180 Hz.

Memory is a hallmark of the immune system. As in the im-
mune system, memory features are present in the algorithm at
two levels. In the -module, the tuning of the position and range
of the detectors acts as a long time memory of past anomaly sit-
uations. For the -module, the distribution of the population,
both initial population and clones, has memory features at two
different time scales.

C. -Modules

For large distributed systems like, for example, an electrical
power distribution network it is not economic, in terms of
computational power and communications, to keep a per-
manent monitoring of the whole system by a centralized
facility. Therefore, in these cases it is reasonable to distribute
throughout the network a large number of simple monitoring
systems, which report to a central unit only when some unusual
condition appears as a candidate anomaly. Depending on the
nature of the transferred data to the central unit, this one may
then subject this particular network node to a finer analysis.

The -modules behave, therefore, asanomaly-presenting
systems and may be constructed as simplified-modules
with a reduced state space. For example, to monitor the
power transformers in a network, the-modules may only
process the data related to the concentration of a particular
gas type or the temperature at a few critical points. In case of
a potentially anomalous situation, the central unit may then
require the transfer of data from other monitoring devices.
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(a) (b)

(c) (d)

Fig. 7. Motor with one broken rotor bar. (a) Sideband frequencies and range of the subunit around 50 Hz. 50-Hz intensity= 16 667 dB, 40-Hz intensity= 425 dB.
(b) Initial detectors, self pattern, and the external code. (c) Vector population after the stimulation and mutation processes. (d) Detector shift.

Although simplified, the -modules may also be evolving
units, learning both from their experience of local conditions
and from periodic updates to benefit from experience collected
at other points of the network.

IV. A NOMALY DETECTION IN SQUIRREL-CAGE MOTORS

Squirrel-cage motors are critical components of many pieces
of industrial equipment. They are fairly reliable machines, nev-
ertheless, they do suffer degradation and occasional failure. En-
vironment, duty cycles, and installation conditions may com-
bine to accelerate motor failure. Their malfunction introduces
costs in the industrial processes where they are inserted, these
costs being often much higher than the actual cost of the motor.

These motors often experience several faults. The first group
is composed by situations as overload, single phasing, locked
rotor, ground fault, overvoltage, and undervoltage [15]. To mon-
itor these faults, a simple solution consists in use protective
relays to disconnect the motors in case of a faulty situation.
The second group of faults can be divided into stator and rotor
classes of failures, which can be primarily detected in their in-
cipient phases: stator failures group bearings [16] and interturn
faults [17], and rotor failures group broken bars [10], [11], [14]
and eccentricity. The third group of faults is concerned not only
with the electrical machine itself but with its interaction with
the power converter [18] and mechanical load. Fault situations

as an unbalanced power supply and time-varying loads [19] are
included in this group.

It is important to emphasize that the algorithm proposed is
not appropriate to any fault type. The method presents specific
characteristics that make it more efficient to a restrict but high
frequent-fault situations for the squirrel-cage motor.

• When the failure is gradual, for example, broken rotor
bars, the algorithm using its mutation and cloning pro-
cesses is capable to gradually trace the fault appearance,
thus allowing early fault detection and potentially a pre-
dictive maintenance [20];

• For situations where the machine is inserted in a produc-
tion unit, it is normally difficult to distinguish a normal op-
eration of the motor from a potential failure one using only
the stator current frequency spectrum as the fault indicator.
The algorithm through its capability to distinguish the self
(normal operation condition) from a nonself (faulty opera-
tion) state of the machine, allows a solution to this problem
as shown next.

It was based on these assumptions that we have selected three
typical fault situations to be studied. One was the broken rotor
bars fault. The second fault situation has the machine operating
with an oscillatory load (characterizing a certain normal ma-
chine operation) and the case of an unbalanced power supply.
The third fault situation considers again an oscillatory load but
now with a broken rotor bar occurring in the motor.
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(a) (b)

(c)

Fig. 8. Motor with four broken rotor bars. (a) Initial detectors, self pattern and the external code. (b) Vector population after the stimulation and the mutation
processes. (c) A new detector is created.

A variety of fault detection techniques have been proposed
[8]–[14] for the squirrel-cage motor. Each one addresses a spe-
cific failure in one of the three motor components: the stator,
the rotor, or the bearings. The signals to be monitored may be
stator voltages and currents, output torque, rotor position and
speed, air-gap flux density, temperature, and vibrations. A large
amount of research has concerned the use of stator current spec-
trum for fault detection, including fault classification [21]–[24].
The presence of some frequency components has been shown
to be the signature of a fault condition.

Most methodologies based on the stator current spectrum are
based on the assumption that the current drawn by a normal
motor has only a significantly large component at the supply
frequency. A machine malfunction would manifest itself by the
appearance of other significant components, some frequencies
being related to specific faults. However, it is difficult to dis-
tinguish in this way a normal operating condition from a po-
tential failure. This is because spectral components may arise
from a number of sources, including those related to normal op-
erating conditions. Harmonic components may exist, caused by
the motor design, by the power network or by fluctuations in
the load torque, which are not related with an abnormal motor
condition.

To consider a single component spectra as the representa-
tive pattern of normal motor condition is not correct. It is the
actual current spectra, obtained when the motor is inserted in
the production unit in typical conditions, that characterizes the

normal operating conditions. It is this frequency spectrum, with
or without harmonics, that characterizes theself state of the
machine.

Instead of analyzing all spectrum as the majority of the cur-
rent algorithms do, our algorithm uses a set of-modules local-
ized at specific frequency intervals in the stator current spectrum
where most frequent faults occur. Using the patterns that charac-
terize the normal motor operation to build the self, the method
is capable of building a series of fault detectorsthat, when
an anomaly pattern occurs inside one of them, an anomaly of
type can be reported. Notice that to avoid overreaction to spu-
rious situations, each detector is equipped with a counter and
reports an anomaly only if the offending vector occurs more
than a predefined number of times. Thus, there is no diversity of
meaning since it has the capability to classify the most frequent
anomalies.

A. Fault Detection: Results and Discussion

The stator current is sampled and converted to the frequency
domain using a discrete Fourier transform, thus accounting for
a steady-state operation of the electrical machine. A sequence
of spectra is obtained by a moving window on the current data.
Only those harmonics with amplitude greater than 50 dB and
frequencies below 200 Hz are kept. The 200-Hz upper limit was
chosen because most frequencies related to squirrel-cage motor
faults occur in this interval. Harmonic amplitudes are normal-
ized by the amplitude of the supply frequency.
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(a) (b)

(c) (d)

Fig. 9. Motor with oscillatory load and unbalanced power supply. (a) Sideband frequency components and range of the subunit around 150 Hz. Intensities: (30 Hz)
= 8740 dB; (50 Hz)= 16 667 dB; (70 Hz)= 5503 dB. (b) Initial detectors, self pattern, and external codes. (c) Vector population after the stimulation and mutation
processes. (d) New detector created to monitor unbalanced operation.

A detailed anomaly detection system must consider the
overall frequency spectrum pattern. Even discretizing the
spectrum, this implies monitoring a very high-dimensional
space, a process that requires considerable computer power.
On the other hand, it is not necessary to be monitoring all
frequencies in full detail all the time. The solution is to
segment our anomaly-detection system into several subunits,
each one covering a frequency interval in the spectrum.
The frequency resolution of all the subunits need not be
same because, from experience, we already know what
frequency intervals need to be monitored in more detail. All
the subunits work in a similar fashion, the overall operating
mode of the system being such that at each time only one
subunit is active but the active one changes periodically. In
this way, an adequate fine covering of the energy spectrum is
implemented, while keeping the computation requirements at
a reasonable level.

A segmentation scheme of this type is applicable to any
system where a good resolution of the operation conditions is
desired. However, if, at the same time, an overall continuous
monitoring of the whole system is necessary, the outputs of the
subunits may be looked at as components of a global coding
vector that is sent for analysis to a central system. The central
system may then operate on a slower time schedule.

Fig. 10. Motor with oscillatory load and broken rotor bars. Sideband frequency
components due to the load and range of subunitsN :1 andN :2 around 50
and 20 Hz.

1) Results: The operation of the subunits is now illustrated
using laboratory results from normal conditions and from three
typical fault situations.

Each subunit monitors a frequency interval around a fre-
quency value . The frequency interval is divided in two
equal parts. For each part, the integral of the corresponding
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(a) (b)

(c) (d)

Fig. 11. Motor with oscillatory load and broken rotor bar. (a) Sideband frequency components and range of the subunitN :1 around 50 Hz. (b) Initial detectors,
self pattern, and external codes. (c) Vector population after the stimulation and mutation processes. (d) New detector code created to monitor the faulty situation.

spectrum is computed, obtaining a data pair that is sent as the
external code to the algorithm. The lower and higher intervals
correspond to the abscissa and ordinate coordinates in the
figures.

As shown in Fig. 6(a), even in normal operation, the stator
current spectrum can display, in addition to the 50-Hz compo-
nent, other significant frequency components (near 100, 150,
and 180 Hz). Asymmetry in the power supply and misalignment
are at the origin of these frequency components. Possible sub-
units covering these frequencies detect these components as the
self patterns of the motor, characterizing its normal condition
state. Fig. 6(b) shows theselfpatterns of three of these subunits.
Notice that when the subunits are centered exactly at 100, 150,
and 180 Hz, the slip frequency makes the harmonics to con-
tribute only to the integrated spectrum of the higher interval. We
now illustrate the three fault situations, namely the case of rotor
broken bars, the case of oscillatory load and unbalanced power
supply, and the case of oscillatory load and rotor broken bars.

Case 1: Broken Rotor Bars:Broken rotor bars generate spec-
trum lines at frequencies

(6)

with being the slip frequency, the supply frequency, and
an integer value (1, 2, 3, ). The amplitude of the sideband

frequencies measures the seriousness of the anomaly.
A subunit centered at the supply frequency (50 Hz), as shown

in Fig. 7(a), has been tested using laboratory measurements of

the stator current of a squirrel-cage motor with different num-
bers of broken bars.

For the case of one broken bar, Fig. 7(a) shows the current
spectrum. The initial population of -detectors and
the self pattern of this subunit are shown in Fig. 7(b). As ex-
ternal codes come from the system [the hexagonal symbol in
Fig. 7(b)], the -module, through the stimulation and muta-
tion processes, creates a new distribution of the vector popula-
tion [Fig. 7(c)]. The interaction between the-module and the

-module leads to the detector shift shown in Fig. 7(d) and to
the reporting of a motor anomaly.

A more severe situation is shown in Fig. 8(a) when the motor
has four broken bars. The subunit now is the same as before, cen-
tered at 50 Hz. With four broken bars, the amplitude of the side-
band components has increased, creating external codes near the
boundary of state space [Fig. 8(a)]. After the stimulation and
mutation processes illustrated in Fig. 8(b), a new detector is cre-
ated [Fig. 8(c)] to monitor and report this anomaly.

Case 2: Oscillatory Load Plus an Unbalanced Power
Supply: Fault detection schemes for squirrel-cage motors
generally assume that the load torque is constant. If the load
torque varies with the rotational speed, then the motor current
spectral harmonics produced by the load can overlap the
harmonics caused by the fault conditions. The interaction of
the effects on the actual stator current spectrum caused by the
fault condition of an unbalanced power supply and the torque
oscillations is studied in this case.
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(a) (b)

(c) (d)

Fig. 12. Motor with oscillatory load and broken rotor bar. (a) Sideband frequency components and range of the subunitN :2 around 20 Hz. (b) Initial detectors,
self pattern, and external codes. (c) Vector population after the stimulation and mutation processes. (d) New detector created to monitor the faultysituation.

An oscillation in the load torque at a multiple of the rotor
speed creates spectral lines at frequencies

(7)

where . Sideband frequency components of this
type are shown in Fig. 9(a).

With an unbalanced power supply, a negative-sequence
voltage appears at the stator winding. This creates harmonics
at frequency components

(8)

The power supply frequency remains at 50 Hz. Therefore, a sub-
unit centered at 150 Hz detects faults of these types. Already,
when operating in normal conditions there is an harmonic of
small amplitude near this frequency which will characterize the
self configuration of the motor. When a situation of unbalanced
operation arises, the magnitude of this harmonic increases, gen-
erating new external codes, as shown in Fig. 9(b). The external
codes for the unbalanced condition interact with the-module
resulting in the final vector population shown in Fig. 9(c). This
then originates a new detector in the-module of this subunit
[Fig. 9(d)] and an anomaly is reported.

Case 3: Oscillatory Load Plus Broken Rotor Bar:Oscilla-
tory motor loads generate forces that impact the dynamic perfor-
mance of any squirrel-cage motor. Related mechanical stresses
in the rotor mainly contribute to a failure of broken rotor bars.

Fig. 10 shows the stator current spectrum obtained for this situ-
ation. The highest frequency components due to the oscillatory
load are indicated in the figure at 10, 30, 70, and 90 Hz.

A set of subunits with different ranges could be distributed
by the spectrum. We show in Fig. 10 two subunits designed to
detect a fault condition in this case. Subunit was centered
at 50 Hz with a range of 2 Hz, while subunit was cen-
tered at 20 Hz with a range of15 Hz. Notice that while subunit

covers the supply frequency to detect any anomaly, sub-
unit covers a possible frequency interval containing har-
monics due to the oscillatory load.

Subunit centered at the supply frequency (50 Hz) is
shown in Fig. 11(a). The sideband frequencies due to a broken
rotor bar are indicated in the spectrum. The initial population
of -detectors and the self pattern of this subunit (self-oscilla-
tory load but no broken bar) are shown in Fig. 11(a). As external
codes come to the subunit (the dark symbols in Fig. 11(b)), the

-module, through the stimulation and mutation processes, cre-
ates a new distribution of the vector population [Fig. 11(c)]. The
interaction between the-module and the -module leads to a
shift of the detector nearest the external codes. Fig. 11(d) shows
the new detector code, which now has an increased affinity to
this type of anomaly.

Fig. 12(a) shows subunit centered at frequency 20 Hz.
The harmonics due to the oscillatory load and the broken
rotor bar are indicated in the spectrum. Self codes indicated in
Fig. 12(b) correspond to a case without any fault, only due to
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the oscillatory load. When a broken bar arises, a new harmonic
appears in the spectrum [Fig. 12(a)], generating new external
codes, as shown in Fig. 12(b). The external codes interact with
the -module resulting in the final vector population shown in
Fig. 12(c). A new detector is generated in the-module of this
subunit [Fig. 11(d)] and the anomaly is reported.

V. CONCLUSIONS

1) Equipments of the same type and equal ratings have
different aging processes, depending on their particular
location in the industrial process and stress conditions.
Therefore, normal operating conditions of the same type
of equipment vary over a wide range of possibilities. On
the other hand, it is virtually impossible to make a com-
plete catalog of all the possible and probable anomaly
situations. By adapting itself to the actual operating
conditions of the system, fault detection based on the
specific immunity response algorithms seems to be an
adequate device to characterize the particular nature of
the normal conditions as well as to react to new and
unexpected anomaly situations.

2) By being able to detect anomaly conditions at an early
developing stage, immunity-based systems may provide
substantial cost savings in industrial processes and be an
useful tool to develop preventive maintenance schedules.

3) In the - plus -module system developed in this paper,
each detected anomaly corresponds to a well defined code
in the detection system. The code of the detected anomaly
is then a useful piece of information for diagnosis and
corrective measures.

4) By trial and chance over millions of years, nature’s evo-
lutionary processes have found very efficient processes
to deal with all kinds of hostile environments. To obtain
inspiration from these natural mechanisms seems to be
a sensible approach. However, some of the features of
the biological processes are domain specific and depend
on the cell hardware that is used. Therefore, it is appro-
priate to obtain algorithmic inspiration from nature, but it
would be ill advised to copy all the details of the biolog-
ical process.

5) Organisms, as a first barrier to infection, also pro-
tect themselves by nonspecific mechanisms like
macrophages, cell apoptosis, etc. These nonspecific
mechanisms have a parallel with the devices used in the
past for the protection of electrical power systems (circuit
breakers, partial network shutdowns, etc.). What this
analogy suggests is that it is high time to move beyond
the nonspecific protection mechanisms toward specific
anomaly detection devices. Nature has been doing it for
millions of years.
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